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Constraint 
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Extraction

• API model
• Dynamic reflection
• Static analysis

Detection

• Change classification
• API and parameter pairing
• Constraint-based comparing

Grading

• Breaking levels
• API scope and change content
• Type compatibility
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type(c) = B + none
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Define and judge constraints on API pairs

Full list is at Specification of Changes – AexPy (https://aexpy.netlify.app/change-spec).

42 change patterns 42 constraints
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Define and judge constraints on API pairs

position(a) = 0
position(b) = 1

position(a) = 1
position(b) = 0



AexPy’s Approach
Grading

Weak 
constraints 
on Python 

APIs

Lack of 
compilation 

checking

Difficulty 
on 

restricting 
client usage

New matplotlib breaking change · Issue #1172 · polyaxon/polyaxon (github.com)



AexPy’s Approach
Grading

Weak 
constraints 
on Python 

APIs

Lack of 
compilation 

checking

Difficulty 
on 

restricting 
client usage

New matplotlib breaking change · Issue #1172 · polyaxon/polyaxon (github.com)

Upstream _gridOnMajor is private, 
since its name starts with “_”, so the 
change is compatible.

Downstream the attribute can be 
accessed just like normal members, 
so the change is breaking.



AexPy’s Approach
Grading

Weak 
constraints 
on Python 

APIs

Lack of 
compilation 

checking

Difficulty 
on 

restricting 
client usage

Backward Compatible / Breaking?

New matplotlib breaking change · Issue #1172 · polyaxon/polyaxon (github.com)

Upstream _gridOnMajor is private, 
since its name starts with “_”, so the 
change is compatible.

Downstream the attribute can be 
accessed just like normal members, 
so the change is breaking.



AexPy’s Approach
Grading

High
• Directly breaking usability
• API removals

Medium
• Limited impact
• Type incompatibility

Low
• Fake private members
• References to external

Backward Compatible / Breaking?

Weak 
constraints 
on Python 

APIs

Lack of 
compilation 

checking

Difficulty 
on 

restricting 
client usage



High
• Directly breaking usability
• API removals

Medium
• Limited impact
• Type incompatibility

Low
• Fake private members
• References to external

AexPy’s Approach
Grading Backward Compatible / Breaking?

Remove base class “list” of class “C”.

Reorder parameter “a” and “b” of “func”.

High

High



High
• Directly breaking usability
• API removals

Medium
• Limited impact
• Type incompatibility

Low
• Fake private members
• References to external

AexPy’s Approach
Grading Backward Compatible / Breaking?

Remove base class “list” of class “C”.

Reorder parameter “a” and “b” of “func”.

Change type of parameter “c” of function 
“C.g”, which no longer accepts “B”.

Change return type of “C.g”, which returns 
“C”, a subclass of old return type “B”.

High

High



High
• Directly breaking usability
• API removals

Medium
• Limited impact
• Type incompatibility

Low
• Fake private members
• References to external

AexPy’s Approach
Grading Backward Compatible / Breaking?

Remove base class “list” of class “C”.

Reorder parameter “a” and “b” of “func”.

Change type of parameter “c” of function 
“C.g”, which no longer accepts “B”.

Change return type of “C.g”, which returns 
“C”, a subclass of old return type “B”.

High

High



High
• Directly breaking usability
• API removals

Medium
• Limited impact
• Type incompatibility

Low
• Fake private members
• References to external

AexPy’s Approach
Grading Backward Compatible / Breaking?

Remove base class “list” of class “C”.

Reorder parameter “a” and “b” of “func”.

Change type of parameter “c” of function 
“C.g”, which no longer accepts “B”.

Change return type of “C.g”, which returns 
“C”, a subclass of old return type “B”.

High

High



High
• Directly breaking usability
• API removals

Medium
• Limited impact
• Type incompatibility

Low
• Fake private members
• References to external

AexPy’s Approach
Grading Backward Compatible / Breaking?

Remove base class “list” of class “C”.

Reorder parameter “a” and “b” of “func”.

Change type of parameter “c” of function 
“C.g”, which no longer accepts “B”.

Change return type of “C.g”, which returns 
“C”, a subclass of old return type “B”.

High

Medium

High

Compatible



High
• Directly breaking usability
• API removals

Medium
• Limited impact
• Type incompatibility

Low
• Fake private members
• References to external

AexPy’s Approach
Grading Backward Compatible / Breaking?

Remove base class “list” of class “C”.

Reorder parameter “a” and “b” of “func”.

Change type of parameter “c” of function 
“C.g”, which no longer accepts “B”.

Change return type of “C.g”, which returns 
“C”, a subclass of old return type “B”.

Add optional parameter “obj” to “_share”.

High

Medium

Low

High

Compatible



Dynamic Language Features

• Dynamic reflection
• Static analysis

Complex API References

• Import and inspect
• Identify aliases by runtime objects

Fake Private Members

• Breadth-first search for accessible APIs
• Identify by API aliases and grade to low level

Flexible Argument Passing

• Model parameter kinds
• Match parameters in diff algorithm

AexPy’s Approach
Summary



Dynamic Language Features

• Dynamic reflection
• Static analysis

Complex API References

• Import and inspect
• Identify aliases by runtime objects

Fake Private Members

• Breadth-first search for accessible APIs
• Identify by API aliases and grade to low level

Flexible Argument Passing

• Model parameter kinds
• Match parameters in diff algorithm

AexPy’s Approach
Summary



Dynamic Language Features

• Dynamic reflection
• Static analysis

Complex API References

• Import and inspect
• Identify aliases by runtime objects

Fake Private Members

• Breadth-first search for accessible APIs
• Identify by API aliases and grade to low level

Flexible Argument Passing

• Model parameter kinds
• Match parameters in diff algorithm

AexPy’s Approach
Summary



Dynamic Language Features

• Dynamic reflection
• Static analysis

Complex API References

• Import and inspect
• Identify aliases by runtime objects

Fake Private Members

• Breadth-first search for accessible APIs
• Identify by API aliases and grade to low level

Flexible Argument Passing

• Model parameter kinds
• Match parameters in diff algorithm

AexPy’s Approach
Summary



Dynamic Language Features

• Dynamic reflection
• Static analysis

Complex API References

• Import and inspect
• Identify aliases by runtime objects

Fake Private Members

• Breadth-first search for accessible APIs
• Identify by API aliases and grade to low level

Flexible Argument Passing

• Model parameter kinds
• Match parameters in diff algorithm

AexPy’s Approach
Summary



Dynamic Language Features

• Dynamic reflection
• Static analysis

Complex API References

• Import and inspect
• Identify aliases by runtime objects

Fake Private Members

• Breadth-first search for accessible APIs
• Identify by API aliases and grade to low level

Flexible Argument Passing

• Model parameter kinds
• Match parameters in diff algorithm

AexPy’s Approach
Summary



Dynamic Language Features

• Dynamic reflection
• Static analysis

Complex API References

• Import and inspect
• Identify aliases by runtime objects

Fake Private Members

• Breadth-first search for accessible APIs
• Identify by API aliases and grade to low level

Flexible Argument Passing

• Model parameter kinds
• Match parameters in diff algorithm

AexPy’s Approach
Summary



Evaluation
Setup

Research 
questions

Recall

Practicality

Efficiency

Datasets

61 breaking changes

45 packages

Existing 
approaches

PyCompat

Pidiff

From resolved GitHub issues and 10 popular 
packages’ changelogs

An API misuse detector with its own change detector

A semantic versioning checker for Python packages

Does AexPy detect more known breaking changes 
than existing approaches?

Can AexPy find potential unknown breaking changes?

What is the time performance of AexPy?



Evaluation
Setup

Research 
questions

Recall

Practicality

Efficiency

Datasets

61 breaking changes

45 packages

Existing 
approaches

PyCompat

Pidiff

From resolved GitHub issues and 10 popular 
packages’ changelogs

An API misuse detector with its own change detector

A semantic versioning checker for Python packages

Does AexPy detect more known breaking changes 
than existing approaches?

Can AexPy find potential unknown breaking changes?

What is the time performance of AexPy?



Evaluation
Setup

Research 
questions

Recall

Practicality

Efficiency

Datasets

61 breaking changes

45 packages

Existing 
approaches

PyCompat

Pidiff

From resolved GitHub issues and 10 popular 
packages’ changelogs

An API misuse detector with its own change detector

A semantic versioning checker for Python packages

Does AexPy detect more known breaking changes 
than existing approaches?

Can AexPy find potential unknown breaking changes?

What is the time performance of AexPy?



Evaluation
Does AexPy detect more known breaking changes 
than existing approaches? 

2

1

1

4

1

2

6

1

4

16

17

29

4

2

4 4

31

13

5

7

26

3

PIDIFF

PYCOMPAT

AEXPY

RESULTS ON 61 KNOWN BREAKING CHANGES
Module Class Function Attribute Parameter Alias Type Crashed No-Report

AexPy detects 
changes, 

increasing by 
~ recall.



Evaluation
Does AexPy detect more known breaking changes 
than existing approaches? 

2

1

3

2

4 4

17

27

2

2 3

26

3

PYCOMPAT

AEXPY

RESULTS ON 48 NON-CRASH KNOWN BREAKING CHANGES
Module Class Function Attribute Parameter Alias Type No-Report

Both AexPy and PyCompat are not crashed,
AexPy detects changes more.



Evaluation
Does AexPy detect more known breaking changes 
than existing approaches? 

1

1

1

1 2

16

17

4

4 4

7

1

PIDIFF

AEXPY

RESULTS ON 30 NON-CRASH KNOWN BREAKING CHANGES
Module Class Function Attribute Parameter Alias Type No-Report

Both AexPy and Pidiff are not crashed,
AexPy detects changes more.



Documented, 291

False Positive, 28

Unreported, 51

No-response, 13

Ignored, 19

Confirmed, 31

Replied, 50

RESULTS FOR HIGH/MEDIUM CHANGES ON LATEST 
VERSIONS OF 45 PACKAGES

Evaluation
Can AexPy find potential unknown breaking changes?

AexPy detects 433 
high/medium changes, 

are true.

Among 63 reported 
potential changes,

are confirmed by 
developers.



Documented, 291

False Positive, 28

Unreported, 51

No-response, 13

Ignored, 19

Confirmed, 31

Replied, 50

RESULTS FOR HIGH/MEDIUM CHANGES ON LATEST 
VERSIONS OF 45 PACKAGES

Evaluation
Can AexPy find potential unknown breaking changes?

AexPy detects 433 
high/medium changes, 

are true.

Among 63 reported 
potential changes,

are confirmed by 
developers.



0

100

200

300

400

500

600

0-5k 5k-10k 10k-100k 100k-500k

Average Time (second) on 45 Packages with Different LOCs

AexPy PyCompat pidiff

Evaluation
What is the time performance of AexPy?

The time 
performances of 
the three tools are

.

Experiment Environment
Containers on a Ubuntu 18.04, 12 CPUs of 3.8GHz, 64 GBs RAM
Limited in 50GBs RAM, 1 hour, for each version pair



Contributions
AexPy: Detecting API Breaking Changes in Python Packages

• High recall and strong robustness
• Detecting potential breaking changes
• Comparable time performance

An API breaking change detection approach for Python packages

• Detailed model for APIs, changes, and breaking levels
• Hybrid analysis to enhance API extraction
• Constraint-based method to detect and grade API changes

Key ideas

• Study more applications of the built API and change knowledge base
• Consider more aspects of breaking changes including API semantics

Future works
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Xingliang Du
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